UH®OPMALIMOHHASI TAMSITKA
JUUISI OBYYAIOLIIUXCSI JJISI PASMEILEHUS

HA O®PUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaKIbIM I'OJIOM MOJIOACKHU B MHTCPHETC CTAHOBUTLCA 6OJ'IBH_I€, a IIKOJIbHUKU OJHHU U3 CaMbIX
aKTHBHBIX MOJIb30BaTenel Pynera. Mexay Tem, MOMUMO OrpPOMHOTO KOJIMYECTBA
BO3MOYKHOCTEH, MHTEPHET HECET U MPOoOJieMbl. DTa MamsTKa JOJDKHA TIOMOYb Tebe 6e301macHo
HAaXOJUTHCS B CETH.

KomnbrotepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTPaMM, OTIIMYUTEIbHON
0COOEHHOCTBIO KOTOPOM SIBIISIETCS CIIOCOOHOCTH K pa3MHOXKEHMIO. B 1onogHeHue K aTomy,
BUPYCHI MOT'YT ITOBPEUTH WIH MOJHOCTHIO YHUUTOXKHUTH BCe (ailibl U JaHHbIE,
MOJIKOHTPOJIbHBIE TI0JIB30BATEI0, OT UMEHU KOTOPOTro Oblla 3amylleHa 3apakeHHas iporpamma,
a TaKk)Ke MOBPEIUTh WIM AaXKe YHUUTOXKHUTh ONEPALlMOHHYIO CUCTEMY CO BCeMH (haillamu B
1es1oM. B OonbIIMHCTBE CllydaeB pacpoCTPaHSIIOTCS BUPYChl U€pE3 UHTEPHET.

MGTOZIBI 3alIUTBI OT BPCIOHOCHBIX ITPOTpaMm:

1. Ucnonb3yit cCOBpeMEHHBIE ONEPALIUOHHBIE CUCTEMBI, UMEIOLINE CEPhE3HBIN YPOBEHD 3aLIUThI
OT BPEIOHOCHBIX IIPOrPAMM;

2. IlocTosiHHO ycTaHaBIMBal MayTH (LIMQPPOBBIE 3aMJIATKH, KOTOPbIE aBTOMATUYECKH
YCTAaHABIIMBAIOTCA C IIEJIbIO IOPaOOTKH MPOTrpaMMBbl) U Apyrue oOHOBJIEHUS CBOEH
ornepannoHHOM cucteMbl. CkauuBail X TOJIBKO ¢ ounmanbHOro caifra paspadorunka OC. Eciu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE 1101 TpaBaMu M0JIb30BaTeNs, @ HE aMUHUCTpaTOpa. DTO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MTPOrPaMM HHCTAJUIMPOBATHCS HA TBOEM IEPCOHATIEHOM
KOMITBIOTEPE;

4. Ucnionb3yil aHTUBUPYCHBIE TPOIPaMMHBIE ITPOIYKThl U3BECTHBIX MTPOU3BOJUTEINEH, C
aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb (pu3HYECKHid JOCTYI K KOMIIBIOTEPY I TOCTOPOHHUX JIMIL;

6. Mcnonp3yil BHENIHKME HOCUTENH HH(OPMAIIUY, TaKue Kak (iemika, JTUCK Win (aidi u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTKphIBail KOMIbIOTEPHBIE (PaiiiIbl, MOTyUYSeHHBIE U3 HEHAIEKHBIX UCTOUHUKOB. [lake Te
(aiinbl, KOTOpbIE MPUCIIAT TBOW 3HAKOMBIH. Jlydilie yTouHH y HEro, OTIPaBJIsI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 510 He BHJI TIepeiaun JaHHBIX, HE TEXHOJIOTHs, a BCEro JIMIIb Ope, mapka. Eme B 1991
roJly HUJIepIaHJcKasi KoMIaHus 3apeructpuponana opers "WECA", uyto 0603Hauao
cnoBocouetanue "Wireless Fidelity", koTopsiii mepeBoauTcs kak "0ecripoBoAHAasi TOYHOCTD .

Jlo Hamrero BpeMeHH JI0IUIa Ipyras abbpeBuarypa, KOTopas sSBJISETCS TaAKOH K€ TEXHOJIOTHEH.
Oto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO ¢ HAMEKOM Ha CTAaHAAPT BBICIIECH
3ByKOBOM TexHukH Hi-Fi, 4T0 B mepeBojic 03Ha4aeT "BbICOKAs TOYHOCTH".



Ja, 6ecrutaTHbI MHTEPHET-AOCTYI B Kade, OTENAX U adporopTax SBISETCS OTIMYHON
BO3MOKHOCTBIO BBIXOZIa B MUHTEpHET. HO MHOIME 3KCIepThl CUMTAIOT, 4TO 00IIe10CTyIIHbIE Wi-
Fi cetu He aBnsitoTCcs 0€30MACHBIMU.

CoBeTbl 110 O€30MacHOCTH paboThI B 001IEI0CTYIHBIX ceTsix Wi-fi:

1. He nmepenaBaii cBoro muuHyro uHpopMaruio yepes odmenoctymubie Wi-Fi cetu. Paboras B
HHX, )KeJIaTeIbHO He BBOIUTD MAPOJIH JOCTYIIA, JOTMHBI M KAKHE-TO HOMEPA,;

2. Ucnionw3yii 1 0OHOBIISN aHTUBUPYCHBIE POTPAMMBbI U OpanaMayep. Tem cambIM Thl
o0e3omacuiib ceds 0T 3aKaYKH BHPYyCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3oBanun Wi-Fi otximroun dynkiuio "OOmmit noctyn x daiiinam u npuHTepam’.
JlaHHas GyHKIUS 3aKphITA [0 YMOITYAHHIO, OJTHAKO HEKOTOPHIC MOJIb30BATEIIN aKTUBUPYIOT €€
ISl y10OCTBa MCTIOJIb30BaHUs B paboTe Ui yueoe;

4. He ucnonw3yit myosnnuneiii WI-FI s nepegaun aMuHbIX JaHHBIX, HAPUMEp JUIs BBIXOJ1A B
COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO IOYTY;

5. Ucnonw3yii Tonbko 3amumnieHHoe coequnenue yepes HTTPS, a ue HTTP, 1.e. mpu nHabope
BeO-ampeca BBou UMeHHO "https://";

6. B mobunsHOM Tenedone otkimoun GyHkuuio "l[lonkmouyenne k Wi-Fi aBromarnyeckn". He
JIONYCKai aBTOMAaTH4eCcKOro MOAKIIIOYEeHUs ycTpoiicTBa K ceTaM Wi-Fi 6e3 TBoero cormacwusi.

COI_[I/IaJ'IbHBIe CCTHU

CornuanbHbIe CeTH aKTUBHO BXOJST B Hallly )KH3Hb, MHOTHE JIFOJIU pabOTaIOT U )KUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan Muiinap/i 4ejIoBeK, U4To SIBISIETCS OJHOM
CeIbMOM BCeX JKUTeNel TuiaHeThl. MHOTHE T0Ih30BaTeNld HE IIOHUMAIOT, YTO HH(OpMaIus,
pa3MelIeHHass UMY B COITMAIBHBIX CETSIX, MOXKET ObITh Hal/IeHa U UCIOJIb30BaHa KeM YTOJIHO, B
TOM YHUCJIEe HE 0053aTeBHO C OIaTUMH HAMEPEHHSIMH.

OCHOBHBIEC COBETHI 10 OC30IACHOCTH B COIMaJIbHBIX CCTAX:

1. Orpanuyb CIUCOK Apy3el. Y TeOs B APY3bsX HE JOJKHO OBITh CIIYJailHBIX U HE3HAKOMBIX
JIIOAEH;

2. 3amuMiail cBoro yacTHyIO ku3Hb. He yka3piBail mapoiu, TenedoHsl, agpeca, 1aTy TBOETO
POXKICHUS U JPYTYIO JIMYHYIO HHPOpPMAIHIO. 3710yMBIIUIEHHUKA MOTYT HCIIOJIb30BaTh JaXe
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amuiaii CBOO peryTaluio - Iep>KU €€ B UUCTOTE U 3ajiaBaii cebe BOIpoc: X0oTel OblI THl,
YTOOBI JpyTHe MOJIb30BaTEIN BUIEIH, YTO ThI 3arpyxaeib? [Toxymaii, mpexae yeM 4To-To
OIyOJIMKOBATh, HAITUCATD U 3arPY3UTh;

4. Ecnu Thl rOBOpUILIB C JIFOABMH, KOTOPBIX HE 3HACIb, HE UCIIOJIb3YH CBOE PEAIIBHOE UM U
JIPYTYIO JTUUHYIO HHPOPMAIH: UMsI, MECTO KUTEIIbCTBA, MECTO yueObl U MpoUee;

5. N36eraii pazmemenus Gororpaduii B iaTepreTe, r/1e Thl N300pakeH Ha MECTHOCTH, 110
KOTOPOM MOKHO OIPENETUTH TBOE MECTOIONIOKEHNUE;

6. [1pu perucrpanuu B CONMATBHONU CETH HEOOXOAUMO HCIIOIH30BATh CIIOKHBIC MAPOJIH,
cocTosmue u3 OykB v UG U ¢ KOJUISCTBOM 3HAKOB HE MEHee §;



7. 11t conManbHOM CeTH, MOUTHl M IPYTUX CAiTOB HEOOXOIMMO UCIIONIb30BATh Pa3HbIe MApOJIH.
Torna ecau Te6st B3JIOMAIOT, TO 370yMBIIUIEHHUKH MOJIy4aT JOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

DJIEKTPOHHBIE JICHbI U

DJEKTPOHHBIE JICHBTH - 3TO 0Y€Hb YAOOHBIN CrIoco0 MaTexei, 0HaKO CYIIEeCTBYIOT
MOIIEHHUKH, KOTOPBIE XOTSAT MOJYYUTh ITH JI€HbIH.

:‘)J'ICKTI)OHHBIG JACHBbI'M ITOSABHUIIMCH COBCEM HEAABHO U UMCHHO H3-3a 3TOI'O BO MHOT'MX
rocyaapCTBax A0 CUX IMOP HEC NPONHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe onn GyHKIMOHUPYIOT M O HUX Y)K€ IPOMHICAHO B 3aKOHE, TJIe X Pa3/elsioT Ha
HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3sHuIla B TOM, YTO aHOHUMHBIE - 9TO T€, B
KOTOPBIX pa3pemiaeTcst MpOBOAUTH ONeparuu 0e3 uIeHTH(UKALNH TT0Ib30BaTeNs, a B
HEaHOHMMHBIX MJIeHTU(UKALKS 0Ib30BATEIN ABISETCSA 0053aTeNbHOM.

Taxoke creayeT pa3nuyarh JIEKTPOHHbIE (PHATHBIE AEHBIH (PaBHBI TOCYAPCTBEHHBIM BAaJIIOTAM)
U JICKTPOHHBIC He(UATHBIEC ACHBIH (HE paBHBI TOCY/IaPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI TI0 OE30ITACHOMN pabOTe € NEKTPOHHBIMH JICHbIaMH:

1. [TpuBsiku K cueTy MOOUIIBHBIN TeneoH. ITO camMblil yI0OHBIN U OBICTPBINA CIIOCOO
BOCCTaHOBUTH JIOCTYII K c4ery. [IpuBs3aHHbIN Tene(oH MOMOXKET, €CIIu 3a0y/IeIIb CBOI
TUTATEKHBINA MAPOJbh WU 3aiAeIh Ha CAT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonb3yit ogqHopazoBkle nmapomu. [locie nmepexona Ha YCHIIEHHYIO aBTOPU3AIIUIO Tebe yiKe
He OyJIeT yrpo’kaTh OMACHOCTh KPaXKH WIIM MepexBaTa IUIaTeKHOTO MapoJis;

3. Beibepu cnosxHbIil mapons. [lpectynHukam Oyner He MPOCTO yraaTh CIOKHBIA Tapoib.
HanexHble maposu - 3To napoJiu, KOTOpble COAEP)KaT HE MEHee 8 3HaKOB U BKIIIOUYAIOT B ce0s
CTPOYHBIE U MPOMHUCHBIE OYKBBI, HU(PBI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HaK J0Ju1apa,
¢yHTa, BOCKIMIATeNbHBIN 3HaK U T.1. Hapumep, $tROng!;;

4. He BBOAU CBOU JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HE NOBCPSCHID.
SJICKTpOHHaH modyra

DNEKTPOHHAs NOYTA - 9TO TEXHOJIOTHSI U IIPEIOCTABIISIEMBIE €10 YCIIYTH 110 IEPECBHIIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIIEHH, KOTOPBIE PACTIPEAETSIOTCS B KOMIIBIOTEPHOM CETH.
OOBIYHO AMEKTPOHHBINA MOYTOBBIN SIIMK BBITJISIIUT CIEIYIOIIUM 00pa3oM:
UMs_TI0JIb30BaTeNss(@umMsl_oMeHa. Takke Kpome repeaayu mpocToro TeKCTa, UMeeTcst
BO3MOYKHOCTb IepeiaBaTh (panibl.

OcHOBHBIE COBETHI 110 6€30MacHOM paboTe C IMEKTPOHHOM MOUTOM:

1. Hayto BbIOpaTh mpaBUIIbHBIHN MTOYTOBBIHM cepBHC. B MHTEpHETE €CTh OrpOMHBIN BEIOOP
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIYUIIE JOBEPSITh TEM, KOTO 3HAEIIb U KTO MEPBbIil B
pEUTHHTE;

2. He yka3biBaii B TMYHOH MoYTe JIMYHYIO HH(popMaruio. Hanpumep, sryurie BEIOpaTh
"My3bIKaNIbHBIN (aHaT@" win "pokx2013" BmMecTo "Temal3";

3. Mcnonp3yil IBYX3TallHYI0 aBTOPU3ALMI0. JTO KOT/Aa IOMUMO MapoJsl HY’KHO BBOAUTH KO/,
npuchUIaeMbii 1o SMS;



4. Boibepu C0XHBINA TTapoItb. [ KaKI0TO MOYTOBOTO SIIHUKA TOJDKEH OBITh CBOW HA/IC)KHBIH,
YCTOMYUBBIN K B3JIOMY MapOJIb;

5. Eciu ecTh BO3MOXKHOCTh HalucaTh CaMOMY CBOM JIMUHBIA BOMPOC, UCTIONIB3YH 3Ty
BO3MOYKHOCTD;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX AIIMKOB. IIepBbIil 17151 4aCTHOW MEPENUCKU € aJpecaTaMH,
KOTOPBIM ThI JOBEPACLIb. DTO MIEKTPOHHBIN aJpeC HE HAJ0 UCII0JIb30BaTh IIPU PETUCTPALIMN Ha
dopymax u caiitax;

7. He oTkpeiBaii (ailsibl U Apyrue BIOKEHUS B MUCbMaX, Ja)Ke €CJIM OHU HMPUILIH OT TBOMX
apys3eil. Jlydiie yTouHM y HUX, OTHPABIIsUIN JIM OHU TeOe 3TH (ailibl;

8. ITocie okoH4aHus pabOTHI HA IIOYTOBOM CEPBHCE TIepe/] 3aKPHITHEM BKIIAJKH C CAUTOM HE
3a0yap HaxaTh Ha "Beriitu".

KubepOyyiiHT Witk BUPTYaIbHOE U3/1EBATEIIHCTBO

KubepOymuHr - mpecieqoBannue coOOIEHUSIMH, COACPKAIIMMUA OCKOPOJICHNUS, arpeccHIo,
3alyTMBaHKe; XYJIUTaHCTBO; COIHMAIbHOE OOMKOTHPOBAHKE C TOMOIIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 10 O0pHOE ¢ KHOEPOYILTUHTOM:

1. He ©pocatiics B 601, Jlydmuii crioco0: MOCOBETOBATHCS KaK ce0sl BECTH U, €CIIM HET TOTO, K
KOMY MOYKHO 00OpaTUThCs, TO BHAYAJIE YCIIOKOUTHCS. ECiM Thl HAUHEIb OTBEYATh
OCKOPOJICHUSIMH Ha OCKOPOJICHHSI, TO TOJIBKO eIile OOJbIIE Pa30kKellb KOH(IHUKT;

2. Yopasinsii cBoel kubeppenyranmei;

3. AHOHMMHOCTb B ceT MHMMasA. CyIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTout BecTH XyIuraHckui o0pa3 BUpTyalibHOM ku3HU. HTEpHET PUKCHUpYET BCe TBOU
JeMCTBUS M COXpaHsAET UX. Y JaluTh UX OyIeT KpaiHe 3aTpyIHUTENIbHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Irnopupyii einHNYHbIN HeratuB. OJHOpa30Bble OCKOPOUTENbHBIE COOOIIEHNUS JIyUllle
urHopupoBaTh. OObIUHO arpeccus IpeKpanaeTcs Ha HauaabHOW CTaauH;

7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COITUATBHBIX CETAX
€CTh BO3MOYKHOCTH OJIOKHUPOBKH OTIIPABKU COOOINEHUH C OMPEICTICHHBIX apecoB;

8. Ecnu ThI cBUzeTeNns KnbepOyuinHra. TBOU AEHCTBUS: BHICTYIMTh IPOTHUB MIpECIeI0BaTENs,
M0Ka3aTh €My, 4TO €ro JIeHCTBHUS OLICHUBAIOTCS] HETAaTUBHO, MOJIIEPKATh KEPTBY, KOTOPO
HYXHa [ICUXO0JIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOTO MOBEACHHUS B
CeTH.

MoobwibHbIN TenehoH

CoBpemeHHble cMapT(HOHBI U TIAHIIETHI COAEpkKaT B ce0e BIOJHE B3POCIbIA (QDYHKIIMOHAT, U
TeNepb OHU MOT'YT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU KOMIIbloTepamMu. OJHAKO, CPENICTB
3alIUThI U1 HOJOOHBIX YCTPOMCTB ITOKA 04€Hb Majio. TecTupoBaHUe U MOUCK YSI3BUMOCTEH B
HUX IPOMCXOJNUT HE TaK MHTEHCUBHO, Kak ais [IK, To e camoe kacaercsi 1 MOOMIIBHBIX
MIPUITOKEHU .



CoBpeMeHHbIE MOOUIIBHBIE Opay3ephl YK€ IPAKTUYECKH JOTHAIN HACTOIbHbBIE aHAJIOTH, OJHAKO
pacuupenue QpyHKIMOHAA BIeYeT 3a OO0 OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3alUIIIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUYECKHE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHoBHBIE COBETHI 151 0€3011acHOCTH MOOUITBHOTO TenedoHa:

Huyero He sBIIsieTCSs IO-HACTOAIIEMY OeCcTUIaTHRIM. Byb OCTOpOKEH, Be/lb Koraa Tede
npeiaraT OecryiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKUe-TO IUIaTHBIE YCIIYTH;

Hywmaii, mpex e uem otnpaBuTb SMS, ¢oto wimm Bugeo. Trl TOYHO 3HACIIb, T/I€ OHU OYIYT B
KOHEYHOM uTOTre?

Heo6xoanMo 0OHOBIIATE ONEPAITMOHHYIO CHCTEMY TBOETO CMapT(OHA;
Hcronb3yit aHTUBUPYCHBIE TPOTPAMMBI JITsI MOOMJIBHBIX TeNIE(OHOB;

He 3arpy>1<a171 IMPUITOKCHUA OT HCU3BCCTHOI'O UCTOYHUKA, BEAb OHU MOTYT COJACPIKATh
BpPCIAOHOCHOC IIPOIrpaMMHOC 06CCHC‘ICHI/I6;

[Tociie TOro Kak ThI BBIH/ICIIH ¢ CaliTa, TJI¢ BBOIWI JINIHYIO HHPOPMAIIHIO, 3ali/11 B HACTPOWKH
Opay3epa u ynanu cookies;

Ilepnonnuecku npoBepsii, KaKue IUIATHBIE YCIIYTH AKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOii HOMEp MOOMIIBHOTO Tee(oHa TOIBKO JOASM, KOTOPBIX ThI 3HACIIH U KOMY
JIOBEpsiCIIb;

Bluetooth nomken ObITh BBIKITIOUEH, KOT/Ia Thl UM HE MoJb3yenibesi. He 3a0biBait unorma
MIPOBEPSITH 3TO.

Online urpsl

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOIINE pPa3BIeueHUs, 00bENHSIONINE
COTHH ThICAY YEJIOBEK M0 BceMy Mupy. Urpoku uccienyror qaHHbI UM MHp, OOIIAOTCS IPYT €
JPYTOM, BBIIIOJIHSIOT 3a/1aHUs, CPAXKAIOTCS C MOHCTPAMHU U TIOJy4aloT OIBIT. 3a YAOBOJIbCTBHE
OHM IIJIATST: MOKYNAIOT UCK, OTNIAYMBAIOT A00OHEMEHT WJIM IPUOOPETAIOT KAKHE-TO OMIINH.

Bce aTH cpenctBa uayT Ha MojiepKaHUE U Pa3BUTHE UIPHI, @ TAK)KE HA caMy 0€3011aCHOCTD:
COBEPILEHCTBYIOTCS] CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCSI HOBBIE MAaTYH (LIU(PPOBBIE 3aIIATKH
JUISI IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO)]O6HI)IX HUrpax CTOUT OmnacaTbCsa HE CTOJIBKO CBOUX CONICPHUKOB, CKOJIBKO KPaXXHU TBOCTO
apoJist, Ha KOTOpOM OCHOBAaHa CUCTCMaA aBTOpHU3alluA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30IMaCHOCTH TBOETO HUI'POBOI'0 aKKAayHTa:

1. Ecnu 1pyroii urpok BeneT cedst MI0X0 WK co3aeT Tede HeMPHUITHOCTH, 3a0JI0KUpYH ero B
CIIFICKE UTPOKOB;

2. Tloxanylics aIMAHUCTPATOPAM UI'PBI HA MJI0OXOE MOBEJAECHHUE 3TOI0 UTPOKA, KEIATEIBHO
IIPUJIOKUTH KAKUE-TO JOKA3aTeJIbCTBA B BUJE CKPUHOB;

3. He ykaspIBaii Tn4yHyI0 HHPOPMALIUIO B Tpodaiiine urpsl;

4. YBaxail Apyrux y4aCTHUKOB 10 UTPE;



5. He ycranaBnuBaii HeopUIIUATBHBIE TTATYH U MOJIBL;
6. Mcnonp3yil cl10KHbIE U pa3HbIe N1apoJIy;

7. Jaxe BO BpeMsl UT'PBl HE CTOUT OTKIKOYaTh aHTUBUpPYC. [10Ka ThI UTpaeb, TBOM KOMIIBIOTED
MOTYT 3apa3UTh.

DOumuHT 1Im KpaKa JIMYHBbIX JaHHbIX

OOBIYHOM KpaXkel JACHET U JOKYMEHTOB CETOHS y)K€ HUKOTO HE YAUBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUHN 37T0YMBIIUIEHHUKU TEPEMECTHUIINCH B UHTEPHET, U MPOIOJKAIOT
3aHUMATHCA ""TIOOUMBIM" 1EJIOM.

Tak mosiBUIIach HOBasi yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUIIIKHT, TJIaBHAS 1e]Ib KOTOPOTO
COCTOWT B IMOJTYYCHUH KOH(UICHIINAIBLHBIX JaHHBIX MOJIb30BATENICH - JIOTHHOB U maposieid. Ha
aHrnuickoM s3bike phishing untaercs kak ¢pumuHr (ot fishing - ppi6Has noss, password -
1apoJib).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUIITMHTOM:

1. Ciieivt 3a cBoMM akkayHTOM. Eciiu ThI 1oj103peBactiib, 4TO TBOSI aHKeTa OblUIa B3JIOMaHa, TO
HE00XO0IMMO 3a0JIOKUPOBATh €€ M COOOILIUTh aIMUHUCTPATOPAM pecypca 00 3TOM KaKk MOKHO
cKopee;

2. Ucnonb3yii 6e301acHbie BeO-CAThI, B TOM YHCJIC, HHTEPHET-Mara3nHOB U TIOMCKOBBIX CUCTEM;

3. Micnionb3yii cliosKHBIC U pa3HbIe apoian. TakuM oOpa3om, eciu TeOs B3JIOMAKOT, TO
3II0YMBIIIJICHHUKHU TOJIy4YaT JOCTYM TOJIBKO K OJJHOMY TBOEMY MPOQIIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3710Ma, TO HEOOXO0AUMO MPEIYIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOpbIE
noOaBiieHb! y T€0s B IpY3bsIX, O TOM, YTO T€OS B3JIOMAJIU U, BO3MOXHO, OT TBOETO UMEHH OyeT
pacchLIaThCsl CllaM U CChUIKM Ha (PUILIMHTOBbIE CAliThI;

5. YcranoBu HazaexHbli naposib (PIN) Ha MoOUIBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE MMapoJis B Opaysepe;

7. He oTkpbiBail haiiel U Ipyrue BIOKEHUS B MUChMaX, JIa)Ke €CJIM OHU MPHUIILIA OT TBOMX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3TH (haiiibl.

[udposas penyranus

[ludposas penmyTanus - 5T0 HEraTUBHAs WM MO3UTUBHAS MH(OpMAIHS B CETH O Tebe.
Komnpomerupytomias uHGpopmaiius, pa3MelieHHasi B MHTEPHETE, MOKET CEpbe3HbIM 00pa3oM
OTpa3uThcs Ha TBOEH peanbHOM xu3Hu. "Lludposas pernyranus” - 3T0 TBOI UMUK, KOTOPBINA
bopmupyercs u3 uHbopMauu o Tede B UHTEPHETE.

TBOE MecTo KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJM3KUX - BCE 9TO HAKAIJIMBACTCS B CETH.

MHorue noJipoCTKH JETKOMBICIIEHHO OTHOCATCS K MYOJUKAIIUH JTUYHOW HH(POPMALIUH B
WuTepHeTe, He TOHUMasi BO3MOKHBIX MOCIIEACTBUN. ThI Jaske He CMOXKETIITb I0TaaaThCsl O TOM,
4To (poTorpadus, pazmerieHHas 5 JeT Ha3ald, cTaja IPUYNHON OTKa3a MPUHATH Te0s Ha paboTy.

KommeHnTapuu, pazmenienue TBoux Gortorpaduit u Apyrue 1eicTBUsS MOTYT HE HCUE3HYTh JaKe
MOCJie TOrO, KaK Thl UX yJaIulIb. Thl HE 3HACIIb, KTO COXPAHHWII ATy HHPOPMAIUIO, TIoTaja JIu
OHa B TIOMCKOBBIE CUCTEMBI M COXPAaHUIIACh JIM OHA, a TJIABHOE: YTO MOYyMAIOT O TeOe



OKpY Karollye JII0/I1, KOTOpbIe HAWIyT M yBUIAT 3T0. HaiiTn mHpOpManio MHOTO JIET CIIyCTs
CMOXeET JIF000H - KaK U3 100pbIX MOOYXKAEHUH, TaK U ¢ HAMEPEHUEM IIPUUMHUTE Bpel. DTO
MO3KET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI IO 3aLIUTE IIU(PPOBON permyTaIiu:

1. [Tomymaii, mpesx/ie 4eM 4To-TO MyOTMKOBATh U NIepeiaBaTh y ceOs B 0J10Te WM B COLUATBHON
CeTH;

2. B Hactpoiikax npoduis yCTaHOBH OTPaHUYCHHUS Ha TIPOCMOTP TBOETO MPOQHIIS U €TO
COJIEP’)KUMOT0, CclIeNail ero TOJbKO "Isl Ipy3en';

3. He pasmemiait 1 He yka3bIBail HHPOPMAIUIO, KOTOPAst MOXKET KOT0-TH00 OCKOPOISTh WIIN
00MXKaTh.

ABTOpCKOE TTPaBO

CoBpeMeHHbIE IIKOJBHUKY - aKTUBHBIE M10JIb30BaTeNN 1M (poBoro npocrpanctBa. OaHako
JIaJIeKO HE BCE 3HAIOT, YTO MOJb30BaHHE MHOTHMMHU BO3MOXHOCTSIMH ITU(PPOBOTO MHpa TpedyeT
COOJIIOJICHMS ITPAB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMmuH "HHTEIUICKTyaIbHAsS COOCTBEHHOCTh" OTHOCHUTCS K Pa3IMYHBIM TBOPCHUSM
YeJIOBEYECKOr0 yMa, HAYMHAs ¢ HOBBIX M300pETCHHI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha MMPOJYKTHI U YCIIYTH, ¥ 3aKaHYUBasi KHUTaMH, pororpadusMu, KHHOGUIbMaMH U
MY3bIKaJIbHBIMU ITPOU3BCACHUSAMU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha HHTEJUIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHS HAYKH,
JUTEPATyphl U UCKYCCTBA. ABTOPCKHE IpaBa BBICTYNAKOT B KAYECTBE FapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPY/ aBTOpa HE OyAET HallpacHbIM, JaCT €My CIIPaBEIMBbIC
BO3MOXHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOEro Tpy/a, MOJYyYUTh U3BECTHOCTh U IPU3HAHUE.
Huxkro 6e3 pa3pernienus aBTopa He MOXKET BOCIIPOU3BOIUTH €r0 MPOU3BEACHHE, PACIPOCTPAHSTH,
nyOJIMYHO IEMOHCTPUPOBATh, IPOAABATH, UMIIOPTUPOBATh, ITYCKaTh B MIPOKAT, MyOIMYHO
UCIIOJIHSATB, IOKa3bIBATH/UCIIONIHATE B Aupe Win pazMeniats B IHTepHeTe.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOTO 0OECTICYEHHSI MOKET MTPUBECTU K MHOTUM
pHYCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOMCTBA, T/Ie
yCTaHOBJIEHA HeJleraiabHas nmporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalbHbIE
1 OECIUTaTHBIEC TPOTPAMMBI, KOTOPbIE MOKHO HAUTH B CETH.

O noprane

CeteBU4OK.p( - TBOH TJIABHBI COBETYHK B CETU. 3/1€CH Thl MOXKEIIIb Y3HATh O OE30MTaCHOCTH B
CETHU MOHATHBIM U JOCTYIHBIM S3bIKOM, a ITPU BO3HUKHOBEHUH KPUTUUYECKON CUTyallUU
00paTUThCS 3a COBETOM. A TaKkKe MPUHATh ydacTHe B KOHKYpCax M CTaTh CaMbIM IIU(GPOBHIM
rpaXxaaHUHOM!



